
From: Richard Akiona

To: OE.Elections

Subject: [EXTERNAL] Hawaii Elections Commision Testimony

Date: Wednesday, September 14, 2022 10:04:34 AM

I am writing to ask the commission to do your job and correct the way voting is done in
Hawaii. Voting should only be done in person. Anyone with common sense will know the
amount of fraud that is being done thru mail in voting. Long story short for the record I oppose
the software currently being used for Hawaii voting.

Mahalo for your time Richard Akiona (808) 329 5662

mailto:akionaohana@gmail.com
mailto:elections@hawaii.gov


From: Tom Stanton

To: OE.Elections

Cc: Ana Mohamad; Laura Nakanelua

Subject: [EXTERNAL] Written Testimony for September 16 Election Commission Meeting

Date: Wednesday, September 14, 2022 8:07:17 PM

Attachments: 2022 Kauai Election Discrepancy.pdf
2020 Kauai Discrepancies Report.pdf

Dear State of Hawaii Elections Commission,

Please see the attached testimony that I would like to submit to the Elections Commission

for the September 16, 2022 meeting. The first pdf is a summary of the Kauai Elections

Division chain of custody problem that occurred with the 2022 Kauai Primary Election where

documentation for 1905 ballot envelopes has been admitted to being "misplaced".   The

second pdf summarizes a second Chain of Custody problem that occurred with the Kauai

Elections division for the 2020 General Election where 3379 ballot envelopes can not be

accounted for.  This is in addition to another problem with the Kauai Elections Division chain

of custody records for the 2020 Primary Election Drop Box records.

These issues were all recently discovered by a member of the Kauai Board of Registration.

I would greatly appreciate your attention to these matters.  I would also like to request time

to give oral testimony at September 16, 2022 meeting.

Sincerely,

Thomas Stanton

Hawaii Republican Party District 15 Chair

Kauai Election Integrity Chair

858-344-5413

  

mailto:stantonproperties@sbcglobal.net
mailto:elections@hawaii.gov
mailto:anamo56@gmail.com
mailto:lauranakanelua@gmail.com


2022 Kauai Election Discrepancy

On July 29, 2022 Ralph Cushnie from the Kauai Board of Registration requested the following from 
the Kauai Elections Division: 

“Lyndon and Jade please provide a daily auditable accounting of Ballots received from Registered Voters via drop 
box and USPS for the 2022 Primary Election. The list should include but not limited to:

Daily number of ballots received from each drop location and total ballots received per day from the USPS.

Daily USPS receipt of ballots delivered, and the County verification of daily USPS ballot counts with proper chain of 
custody forms.

Number of ballots determined to be from non-Registered Voters and therefore will not be counted.

Numbers should be tallied to a summary spread sheet and be auditable to chain of custody records for each drop box 
location and daily USPS deliveries.

Drop Box plus USPS plus in person voting equal State of Hawaii official results

I look forward to working with you both and to help with your continued efforts to ensure safe and secure elections.”

(Mr Yoshioka replies are in red. My personal comments are in blue)

On August 4, 2022 Mr. Yoshioka replied to Mr. Cushnie with the follow chart and said:
“Current ballot envelope manual hand-counts are depicted below. Envelopes from the different sources 
were mixed up on 7/28 and 7/29 so only a total is reported. However, the bulk did come from the USPS. As 
stated previously these manual counts are only used to gauge work flow and resource allocation.”

In addition to the problems documented in my previous summary with the 2020 Primary Election Drop Box 
lack of Chain of Custody records and the 2020 General Election discrepancy for Ballots Envelopes 
received there is now a problem with the 2022 Kauai Elections Division Chain of custody for Drop Box and 
USPS Ballot Envelopes received.  This time for 1905 Ballot Envelopes received on 7/28/2022 and 
7/29/2022.  Mr. Yoshioka states that the “bulk did come from USPS” but there is no additional 
documentation provided to confirm this. There should be no ambiguity about these numbers because there 
is a clear procedure in place for drop box chain of custody logs and delivery logs from the USPS. I was told
first hand by the ballot transport observers and election division personnel that logs are kept for the drop 
box and USPS deliveries. Mr Yoshioka then goes on to emphasize that “these manual counts are only used
to gauge work flow and resource allocation”.  Why can't Mr. Yoshioka and the Kauai Elections Division 
simply produce the actual logs for the Ballot Envelopes delivered to them?  This is a simple chain of 
custody issue.



On August 24, 2022 Mr. Cushnie asked for the final Kauai ballot received numbers for the 2022 
Primary Election and received the following response and chart from Mr Yoshioka. 
“The updated counts are below. As stated previously these rough manual counts that are only used to 
gauge work flow and to assist in allocating resources.”
“Additionally, please note the following:
The “No. Pulled” column represents the number of envelopes that were pulled for the day because they 
were unsigned or contained a non-matching signature;
The “Received Manually” column represents the number of envelopes that were added back into the count 
because the envelope issue (i.e., missing or non-matching signature) which initially caused the envelope to
be pulled was cured by the voter (i.e., signed and signature verified); and
Individual counts for 7/28/22 and 7/29/22 were misplaced so only the Total is provided for those dates.”

Mr Yoshioka States again that the numbers he is providing are “rough manual counts that are only used to 
gauge work flow and assist in allocating resources”.  As with Mr. Cushnie's 2020 inquiries why is Mr. 
Yoshioka only providing “rough counts” of the ballots received?  He also states that the records for 
individual counts for 7/28/22 and 7/29/22 were “misplaced” so only the total is provided. Please note in Mr.
Yoshioka's first reply he states the envelopes from the different sources were “mixed up” now he states 
that the records are “misplaced”. 

 



 

On August 30, 2022  Mr. Cushnie asked how the 2020 Primary Election could be certified without 
proper chain of custody for 1905 ballots.

Good morning, Lyndon, and Jade, thank you again for helping me understand the election process. As 
it relates to counts on 7-28-22 and 7-29-22 there are 1905 ballots that do not have chain of custody 
documentation. How will the election get certified especially county council races with out this 
information? How do we know where these ballots came from? How can ballots be received at the 
county election center with no inventory control and missing chain of custody documents. I would not 
anticipate that these would be minor details that can be overlooked or be optionable. Is there a flow 
diagram that you work with or rules explaining how this is allowed? Thank you for your patience.

As of 9/3/2022 Mr. Cushnie has not received an answer as to how the Kauai Elections Division or the 
Hawaii Office of Elections was able to certify the Kauai election results with 1905 ballots not having 
proper chain of custod

How can the Kauai Elections Division certify the 2022 Primary Election results if they do not have chain of 
custody records for the 1905 ballot envelopes that were received on 7/28/2022 and 7/29/2022?  Mr 
Yoshioka has admitted the records for 7/28/2022 and 7/29/2022 are “misplaced” and that the other ballot 
received numbers he provided to the Kauai Board of Registration are only “rough manual counts”.



If anyone has questions about this report please contact Tom Stanton at 
stantonproperties@sbcglobal.net or Ralph Cushnie at ralph@cushniecci.com.

Tom Stanton
KRP District 15 Chair
858-344-5413



2020 Kauai Election Ballot Count Discrepancy

On July 12, 2022 Ralph Cushnie from the Board of Registration asked Lyndon Yoshioka at the Kauai 
Elections Division for the 2020 Received Ballot Envelope numbers.

On July 14, 2022 Lyndon Yoshioka replied and attached several documents which included the 
following summary with totals for drop box locations and the USPS ballots envelopes received.

(Mr Yoshioka replies are highlighted in red. My personal comments are in blue. Aulii Ten's reply, the 
head of counting center operations on Oahu, are in pink).

“See attached. We could not locate Dropbox counts for the 2020 Primary Election.”
(This means there is no chain of custody for any of ballots that came from the drop boxes for 2020 Primary
Election.  There should be Drop Box transport logs for these ballots).

The above numbers provided by the Kauai Elections Division shows the totals for the ballot envelopes 
picked up at each drop box location and the U.S.P.S. mail in ballot envelopes received by the Kauai 
election division.  The total for all ballot envelopes received (which is not displayed) is 28,352 with 
20,929 coming from USPS and 7423 coming from the various Drop Box locations.
When Mr. Cushnie compared these numbers to the Kauai Summary Report (See below) he found a 
discrepancy.  The total on the state report for all drop box and mail in ballot envelopes received was 
31,731.
This is a difference of 3379 additional ballots which is approximately 10% of all the Ballots Received.

 



Mr. Cushnie asked for an explanation as to why the Kauai Elections Ballots Envelope numbers 
provided by Mr Yoshioka were different from the final summary report Mr. Yoshioka replied on July 
20, 2022 with the following explanation:
“Per your request the counts provided only represent envelopes received via drop boxes, not ballots 
counted.” 
(This answer does not explain why the number of received ballots is different on the two reports but 
implies that the discrepancy is coming from additional ballots being counted).

Mr. Cushnie then asked for an additional explanation for the discrepancy and how the ballot chain of 
custody was handled and was told on July 23, 2022 by Mr. Yoshioka:
“Voted ballot envelope chain of custody:



Voter > USPS > Election Division
Voter > Dropbox > Election Division
Voter > Election Division (in-person drop-off at service window)”
“The discrepancy is likely due to inaccurate manual envelope counts over time. I will check 
with staff and get back to you.”
This would mean over the two week time of the election the elections division incorrectly 
counted 10% of all ballots received.  I do not believe this is reasonable because I personally 
observed how seriously the ballot chain of custody is taken by all the election workers and 
volunteers.  The ballot chain of custody procedure is also very specific as referenced in the 
County of Kauai Place of Deposit Collection Procedure Manual and Counting Center 
Manual.*Attached.

On July 24, 2022 Mr. Cushnie asked if the discrepancy could have been a problem with the counting 
machines and Mr. Yoshioka follow up email stated:
“The counts taken were intended to provide our office with a rough number of envelopes 
received so we could estimate the number of outstanding envelopes and use this count to 
properly allocate resources. To imply that a discrepancy in this count and the number of ballots
counted is a sign that something nefarious has occurred is wrong.”
Again this does not explain the discrepancy.  More importantly why would the elections division
give out rough estimates of the ballot envelopes received when asked for the official 2020 
ballot numbers?  There are logs for Ballots Envelopes received from the drop boxes and the 
USPS.  The elections division should simply produce the ballot transfer logs and/or the USPS 
delivery logs?  That would easily have put this matter to rest.

The Kauai Elections Division then forwarded Mr. Cushnie's questions to the Hawaii Office of Elections
and on August 1, 2022 Mr. Cushnie received an email from Aulii Tenn the Head of Counting Center 
Operations:
Dear Mr. Cushnie,
The County of Kauai has forwarded us your questions concerning the counting of ballots as our
office is statutorily responsible for such matters. With that in mind, below are our responses to
your questions:

At what stage are the envelopes separated from the ballots? 
Return identification envelopes containing the ballots are transferred 
to the counting center. Once at the counting center, ballots may 
commence being separated from the return identification envelopes. 
HRS § 11-108.

If envelopes received plus in person votes is less than ballots reported
how were the remaining ballots matched to the registered voter list?
What you are referring to is an overage. This occurs when there are 
"more ballots than documented usage indicates." An underage, in 
contrast, occurs when there are fewer ballots. Both circumstances are
documented by officials. There is no exhaustive list of how an overage
or underage can occur.

Please note that election officials review whether there is a pattern in 
relation to the overages or underages that could indicate fraud or a 



significant operational issue and will take appropriate steps depending
on what the pattern indicates.

Aloha,
Aulii Tenn
Counting Center Operations

  
Mrs. Tenn's response again does not give a satisfactory answer as to why there is a difference 
in the documented ballot envelope numbers and the final summary report but simply says it is 
an “overage” which “occurs when there are more ballots than documented usage indicates”. 
She then goes on to say “Please note that election officials review whether there is a pattern in
relation to the overages or underages that could indicate fraud or a significant operational 
issue and will take appropriate steps depending on what the pattern indicates.”

On August 1, 2020 Mr. Cushnie replied to Aulii Ten and ask if she could provide any chain 
of custody for the 3379 ballots that were recorded on the final summary report. As of 
9/3/2022 Mr. Cushnie has not received an answer as to how the 3379 difference in ballot 
envelopes received has been reconciled or if there is proper chain of custody for the 2020 
Ballot Envelopes received by the Kauai Elections Division.
If anyone has questions about this report please contact Tom Stanton at 
stantonproperties@sbcglobal.net or Ralph Cushnie at ralph@cushniecci.com. 

Tom Stanton
KRP District 15 Chair
858-344-5413



From: Laura Nakanelua

To: OE.Elections

Cc: Kataoka, Jaime N

Subject: [EXTERNAL] Fwd: Signed letter to OE

Date: Thursday, September 15, 2022 11:02:20 AM

Attachments: Scheduling Request_Elections Commission_220914_195412.pdf

Aloha,
Please find attached letter from HI GOP Chair Lynn FInnegan.

Kindly forward a copy to Elections Commissioners and include in meeting materials for the
9/16 meeting.

Mahalo,
Laura

Laura Nakanelua
National Committeewoman, Hawai'i
Republican National Committee 
C: (808) 561-2325

---------- Forwarded message ---------
From: Lynn Finnegan, State Chair <lynn@gophawaii.com>
Date: Wed, Sep 14, 2022 at 9:21 PM
Subject: Signed letter to OE
To: Laura Nakanelua <lauranakanelua@gmail.com>

Mahalo!
Lynn Finnegan
State Chair
Hawai’i Republican Party
C: 808-741-5966

Sent from my iPhone

mailto:lauranakanelua@gmail.com
mailto:elections@hawaii.gov
mailto:jaime.n.kataoka@hawaii.gov
mailto:lynn@gophawaii.com
mailto:lauranakanelua@gmail.com
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September 14, 2022 
 

 

 

 
 

 

Hawai’i Republican Party 

725 Kapiolani Blvd. #C-105 
Honolulu, HI 96813 

 
 

 

Mr. Scotty Anderson 

Elections Commission 
c/o Office of Elections 

802 Lehua Avenue 

Pearl City, Hawaii 96782 
 

 

Dear Chair Anderson, 
 

It has been brought to my attention that the Office of Elections has scheduled a 

meeting of the Elections Commission on September 16th at 10am, when 

Commissioner Lillian Koller is not allowed to participate due to her employment. 
Commissioner Koller sent an email back to Jaime Kataoka as soon as she 

received the notice of the meeting and stated that she could not miss work in 

order to attend the meeting.  Ms. Kataoka replied "that day was the day that 

had the best availability amongst the Commissioners.  However, it is a tentative 
date at this time; I will keep you posted with any changes."   

 

Ms. Koller immediately submitted subsequent requests to have the meeting 

rescheduled for a time that worked for all Commissioners, and also made it 
known that she could participate later in the afternoon of the 16th 

but received no response at all from Ms. Kataoka. 
 

Our Hawai'i Elections Commission is intended to be a balanced, bi-partisan body 

of citizens who work on behalf of the people of Hawaii to hold public hearings for 

the purposes of receiving evidence of any violations and complaints relative to 

our elections in Hawaii and, if necessary, to investigate that evidence as well as 

advise the Chief Election Officer on matters relating to elections. 
 

http://www.gophawaii.com/
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Scheduling the EC meetings should not be a matter of what's most convenient 
for the Commissioners but, rather, what is possible to ensure that all 

Commissioners can participate and represent the people without 

impediment.  Scheduling the meeting at a time when it is known that one 

of your Republican-appointed Commissioners cannot participate is unacceptable. 
 

No Commissioner should be required to “pay” to participate in EC meetings by 

forfeiting work. This is a matter of principle. The EC Commissioners are 
specifically selected and approved to participate on the Commission and none of 

them should be asked to choose between their civil service and employment.   

 

Kindly consider rescheduling the meeting to a time that works for all 
Commissioners. 

 

Respectfully, 

 

 
 

 

Lynn Finnegan 

State Chair 
Hawaii Republican Party 

C: 808-741-5966 
 

 

 

http://www.gophawaii.com/


September 16, 2022 

Dear Members of the Election Commission and Scott Nago, 

I am unable to attend the Election Commission meeting this morning but have a few comments that I 

would like to submit. Because of my last minute submission of these comments, is it possible for them 

to be read? If not, they will be testimony to my views as a citizen of Hawaii. 

On your website, it says that the Office of Election’s mission is: “ to provide secure, accessible and 
convenient election services to all citizens of Hawaii”. 

I want to address the “secure” aspect of election services in our state. In Case no. cv 22 00381 JMS WRP 

in the United States District Court for Hawaii, Pirtle vs. Nago, two issues regarding “security” of elections 
are outlined. 

One is lack of proper chain of custody procedures. Even though this was proclaimed an issue by the 

Commission, no follow up occurred. When a state has gone to mail in voting, and there are no proper 

procedures to guarantee proper chain of custody how could our rights to have our votes counted 

accurately be secured? 

In addition, all voting systems in use in the United States, now and in 2020, are subject to tampering 

through a Trapdoor mechanism inherent in all election systems. This Trapdoor mechanism is described 

in detail in Exhibit A, affidavit of Terpsehore Maras, filed under penalty of perjury on December 1, 2020, 

in case #2:20-cv-01771-PP in the 2nd Judicial District of the Denver District Court in Denver, Colorado. 

I have attached this affidavit. 

We must go back to pen and paper ballots. People show up in person and cast their votes after showing 

their ID’s. Those who cannot cast their ballot in person, make a request for an absentee ballot.  

Our vote is our voice. 

Mahalo, 

Marina Poling 

 

 



Declaration of Terpsehore P Maras 

 

Pursuant to 28 U.S.C Section 1746, I, Terpsehore P Maras, make the 
following declaration. 

 

1. I am over the age of 21 years and I am under no legal disability, which would prevent me 

from giving this declaration. 

2. I have been a private contractor with experience gathering and analyzing foreign intelligence 

and acted as a LOCALIZER during the deployment of projects and operations both 

OCONUS and CONUS. I am a trained Cryptolinguist, hold a completed degree in Molecular 

and Cellular Physiology and have FORMAL training in other sciences such as 

Computational Linguistics, Game Theory, Algorithmic Aspects of Machine Learning, 

Predictive Analytics among others. 

3. I have operational experience in sources and methods of implementing operations during 

elections both CONUS and OCONUS  

4. I am an amateur network tracer and cryptographer and have over two decades of 

mathematical modeling and pattern analysis. 

5. In my position from 1999-2014 I was responsible for delegating implementation via other 

contractors sub-contracting with US or 9 EYES agencies identifying connectivity, 

networking and subcontractors that would manage the micro operations. 

6. My information is my personal knowledge and ability to detect relationships between the 

companies and validate that with the cryptographic knowledge I know and attest to as well 

as evidence of these relationships. 

7. In addition, I am WELL versed due to my assignments during my time as a private 

contractor of how elections OCONUS (for countries I have had an assignment at) and 

CONUS (well versed in HAVA ACT) and  more. 

8. On or about October 2017 I had reached out to the US Senate Majority Leader with an 

affidavit claiming that our elections in 2017 may be null and void due to lack of EAC 

certifications.  In fact Sen. Wyden sent a letter to Jack Cobb on 31 OCT 2017 advising 

discreetly  pointing out the importance of being CERTIFIED EAC had issued a certificate to 



Pro V & V and that expired on Feb 24, 2017.  No other certification has been located.  

 

9. Section 231(b) of the Help America Vote Act (HAVA) of 2002 (42 U.S.C. §15371(b)) 

requires that the EAC provide for the accreditation and revocation of accreditation of 

independent, non-federal laboratories qualified to test voting systems to Federal standards.  

Generally, the EAC considers for accreditation those laboratories evaluated and 

recommended by the National Institute of Standards and Technology (NIST) pursuant to 

HAVA Section 231(b)(1).  However, consistent with HAVA Section 231(b)(2)(B), the 

Commission may also vote to accredit laboratories outside of those recommended by NIST 

upon publication of an explanation of the reason for any such accreditation. 



10.  

11. VSTL’s are VERY important because equipment vulnerabilities allow for deployment of 

algorithms and scripts to intercept, alter and adjust voting tallies. 

12. There are only TWO accredited VSTLs (VOTING SYSTEM TEST LABORATORIES). In 

order to meet its statutory requirements under HAVA §15371(b), the EAC has developed the EAC’s 
Voting System Test Laboratory Accreditation Program.  The procedural requirements of the program 

are established in the proposed information collection, the EAC Voting System Test Laboratory 

Accreditation Program Manual.  Although participation in the program is voluntary, adherence to 

the program’s procedural requirements is mandatory for participants. The procedural requirements of 
this Manual will supersede any prior laboratory accreditation requirements issued by the EAC.  This 

manual shall be read in conjunction with the EAC’s Voting System Testing and Certification 

Program Manual (OMB 3265-0019). 

https://www.eac.gov/sites/default/files/eac_assets/1/28/VSTLManual%207%208%2015%20FINAL.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/28/VSTLManual%207%208%2015%20FINAL.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/6/Cert_Manual_7_8_15_FINAL.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/6/Cert_Manual_7_8_15_FINAL.pdf


13.  



14.  



15.  



16.  



17.  

18. Pro V& V and SLI Gaming both lack evidence of EAC Accreditation as per the Voting System 

Testing and Certification Manual.  



19. Pro V& V is owned and Operated by Jack Cobb. Real name is Ryan Jackson Cobb. The company 

ProV&V was founded and run by Jack Cobb who formerly worked under the entity of Wyle 

Laboratories which is an AEROSPACE DEFENSE CONTRACTING ENTITY.  The address 

information on the EAC, NIST and other entities for Pro V& V are different than that of what is on 

ProV&V website. The EAC and NIST (ISO CERT) issuers all have another address. 

 

 

https://eac-legacy.ae-admin.com/voting-equipment/voting-system-test-laboratories-vstl/


20.  VSTLs are the most important component of the election machines as they examine the use 

of COTS (Commercial Off–The-Shelf) 

21. “Wyle became involved with the testing of electronic voting systems in the early 1990’s and 
has tested over 150 separate voting systems. Wyle was the first company to obtain 

accreditation by the National Association of State Election Directors (NASED). Wyle is 

accredited by the Election Assistance Commission (EAC) as a Voting System Testing 

Laboratory (VSTL). Our scope of accreditation as a VSTL encompasses all aspects of the 

hardware and software of a voting machine. Wyle also received NVLAP accreditation to 

ISO/IEC 17025:2005 from NIST.” Testimony of Jack Cobb 2009  

22. COTS are preferred by many because they have been tried and tested in the open market and 

are most economic and readily available. COTS are also the SOURCE of vulnerability 

therefore VSTLs are VERY important. COTS components by voting system machine 

manufacturers can be used as a “Black Box” and changes to their specs and hardware make 
up change continuously. Some changes can be simple upgrades to make them more efficient 

in operation, cost efficient for production, end of life (EOL) and even complete reworks to 

meet new standards. They key issue in this is that MOST of the COTS used by Election 

Machine Vendors like Dominion, ES&S, Hart Intercivic, Smartmatic and others is that such 

manufacturing for COTS have been outsourced to China which if implemented in our 

Election Machines make us vulnerable to BLACK BOX antics and backdoors due to 

hardware changes that can go undetected.  This is why VSTL’s are VERY important.  
23. The proprietary voting system software is done so and created with cost efficiency in mind 

and therefore relies on 3rd party software that is AVAILABLE and HOUSED on the 

HARDWARE. This is a vulnerability.  Exporting system reporting using software like 

Crystal Reports, or PDF software allows for vulnerabilities with their constant updates. 

24. As per the COTS hardware components that are fixed, and origin may be cloaked under 

proprietary information a major vulnerability exists since once again third-party support 

software is dynamic and requires FREQUENT updates. The hardware components of the 

computer components, and election machines that are COTS may have slight updates that 

can be overlooked as they may be like those designed that support the other third -party 

software. COTS origin is important and the US Intelligence Community report in 2018 

verifies that. 

25. The Trump Administration made it clear that there is an absence of a major U.S. alternative 

to foreign suppliers of networking equipment. This highlights the growing dominance of 

https://drive.google.com/file/d/1eEc4r3acYlJkUbtVK6pNn7NAFAqCkcmK/view?usp=sharing


Chinese manufacturers like Huawei that are the world’s LARGEST supplier of telecom and 

other equipment that endangers national security. 

26. China, is not the only nation involved in COTS provided to election machines or the 

networking but so is Germany via a LAOS founded Chinese linked cloud service company 

that works with SCYTL named Akamai Technologies that have offices in China and are 

linked to the server that Dominion Software.

 



27.  

28. L3 Level Communications is federal contractor that is partially owned by foreign lobbyist 

George Soros.  An article that AP ran in 2010 – spoke out about the controversy of this that 

has been removed. (LINK) “As for the company’s other political connections, it also appears 
that none other than George Soros, the billionaire funder of the country’s liberal political 
infrastructure, owns 11,300 shares of OSI Systems Inc., the company that owns Rapiscan. 

Not surprisingly, OSI’s stock has appreciated considerably over the course of the year. Soros 

certainly is a savvy investor.” Washington Examiner re-write.  

http://www.washingtonexaminer.com/opinion/blogs/beltway-confidential/george-soros-michael-chertoff-profiting-off-controversial-new-tsa-scanners-108194724.html


29.  



30.  

31.  L-3 Communication Systems-East designs, develops, produces and integrates 

communication systems and support equipment for space, air, ground, and naval 

applications, including C4I systems and products; integrated Navy communication systems; 

integrated space communications and RF payloads; recording systems; secure 

communications, and information security systems. In addition, their site claims that 

MARCOM is an integrated communications system and The Marcom® is the foundation of 

the Navy’s newest digital integrated voice / data switching system for affordable command 
and control equipment supporting communications and radio room automation.  The 

MarCom® uses the latest COTS digital technology and open systems standards to offer the 

command and control user a low cost, user friendly, solution to the complex voice, video 

and data communications needs of present and future joint / allied missions. Built in 

reliability, rugged construction, and fail-safe circuits ensure your call and messages will go 

through. Evidently a HUGE vulnerability.  



32. Michigan’s government site is thumped off Akamai Technologies servers which are housed 

on TELIA AB a foreign server located in Germany. 

33. Scytl, who is contracted with AP that receives the results tallied BY Scytl on behalf of 

Dominion – During the elections the AP reporting site had a disclaimer.  

AP – powered by SCYTL. 

 



34. “Scytl was selected by the Federal Voting Assistance Program of the U.S. Department of 

Defense to provide a secure online ballot delivery and onscreen marking systems under a 

program to support overseas military and civilian voters for the 2010 election cycle and 

beyond.  Scytl was awarded 9 of the 20 States that agreed to participate in the program (New 

York, Washington, Missouri, Nebraska, Kansas, New Mexico, South Carolina, Mississippi 

and Indiana), making it the provider with the highest number of participating States.” PDF 

35. According to DOMINION : 1.4.1Software and Firmware The software and firmware 

employed by Dominion D-Suite 5.5-Aconsists of 2 types, custom and commercial off the 

shelf (COTS). COTS applications were verified to be pristine or were subjected to source 

code review for analysis of any modifications and verification of meeting the pertinent 

standards. 

36. The concern is the HARDWARE and the NON – ACCREDITED VSTLs as by their own 

admittance use COTS. 

37. The purpose of VSTL’s being accredited and their importance in ensuring that there is no 
foreign interference/ bad actors accessing the tally data via backdoors in equipment 

software. The core software used by ALL SCYTL related Election Machine/Software 

manufacturers ensures “anonymity” . 
38. Algorithms within the area of this “shuffling” to maintain anonymity allows for setting 

values to achieve a desired goal under the guise of “encryption” in the trap-door. 

39. The actual use of trapdoor commitments in Bayer-Groth proofs demonstrate the implications 

for the verifiability factor.  This means that no one can SEE what is going on during the 

process of the “shuffling” therefore even if you deploy an algorithms or manual scripts to 
fractionalize or distribute pooled votes to achieve the outcome you wish – you cannot prove 

they are doing it! See STUDY : “The use of trapdoor commitments in Bayer-Groth proofs 

and the implications for the verifiability of the Scytl-SwissPost Internet voting system” 

40. Key Terms  

41. UNIVERSAL VERIFIABILITY: Votes cast are the votes counted and integrity of the vote is 

verifiable (the vote was tallied for the candidate selected) . SCYTL FAILS UNIVERSAL 

VERIFIABILITY because no mathematical proofs can determine if any votes have been 

manipulated. 

42. INDIVIDUAL VERIFIABILITY: Voter cannot verify if their ballot got correctly counted. Like, if 

they cast a vote for ABC they want to verify it was ABC. That notion clearly discounts the need for 

anonymity in the first place.  

https://drive.google.com/file/d/1rKtfwlxyVo64DMnT2ZEgH6KaDFb4dxGN/view?usp=sharing
https://drive.google.com/file/d/1kFQY4NybBphgJOAAHNjwiRlSB_RhBXuG/view?usp=sharing
https://drive.google.com/file/d/1kFQY4NybBphgJOAAHNjwiRlSB_RhBXuG/view?usp=sharing


43. To understand what I observed during the 2020 I will walk you through the process of one ballot cast 

by a voter. 

44. STEP 1 |Config Data |  All non e-voting data is sent to Scytl (offshore) for configuration of data. All 

e-voting is sent to CONFIGURATION OF DATA then back to the e-voting machine and then to the 

next phase called CLEANSING. CONCERNS: Here we see an “OR PROOF” as coined by 
mathematicians – an “or proof” is that votes that have been pre-tallied parked in the system and the 

algorithm then goes back to set the outcome it is set for and seeks to make adjustments if there is a 

partial pivot present causing it to fail demanding manual changes such as block allocation and 

narrowing of parameters or self-adjusts to ensure the predetermined outcome is achieved. 

45.  STEP 2|CLEANSING | The Process is when all the votes come in from the software run by 

Dominion and get “cleansed” and put into 2 categories: invalid votes and valid votes.   

46. STEP 3|Shuffling /Mixing | This step is the most nefarious and exactly where the issues arise and 

carry over into the decryption phase. Simply put, the software takes all the votes, literally mixes them 

a and then re-encrypts them.  This is where if ONE had the commitment key- TRAPDOOR KEY – 

one would be able to see the parameters of the algorithm deployed as the votes go into this mixing 

phase, and how algorithm redistributes the votes.   

47. This published PAPER FROM University College London depicts how this shuffle works.  In 

essence, when this mixing/shuffling occurs, then one doesn’t have the ability to know that vote 
coming out on the other end is actually their vote; therefore, ZERO integrity of the votes when 

mixed. 



48.  

49. When this mixing/shuffling occurs, then one doesn’t have the ability to know that vote coming out 

on the other end is actually their vote; therefore, ZERO integrity of the votes. 

50. When the votes are sent to Scytl via Dominion Software EMS (Election Management System) the 

Trap Door is accessed by Scytl or TRAP DOOR keys (Commitment Parameters).  

 

 

 

51.  

 

 

52. The encrypted data is shifted into Scytl’s platform in the form of ciphertexts – this means it is 

encrypted and a key based on commitments is needed to read the data. The ballot data can only be 

read if the person has a key that is set on commitments. 

53. A false sense of security is provided to both parties that votes are not being “REPLACED” during 
the mixing phase. Basically, Scytl re-encrypts the ballot data that comes in from Dominion (or any 

other voting software company) as ciphertexts. Scytl is supposed to prove that votes A, B, C are 

indeed X, Y, Z under their new re-encryption when sending back the votes that are tallied coding 

them respectively. This is done by Scytl and the Election Software company that agrees to certain 
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“Generators” and therefore together build “commitments.”  

 

54. Scytl and Dominion have an agreement – only the two would know the parameters. This means that 

access is able to occur through backdoors in hardware if the parameters of the commitments are 

known in order to alter the range of the algorithm deployed to satisfy the outcome sought in the case 

of algorithm failure. 

55. Trapdoor is a cryptotech term that describes a state of a program that knows the commitment 

parameters and therefore is able change the value of the commitments however it likes. In other 

words, Scytl or anyone that knows the commitment parameters can take all the votes and give 

them to any one they want. If they have a total of 1000 votes an algorithm can distribute them 

among all races as it deems necessary to achieve the goals it wants. (Case Study: Estonia) 



56.  

57. Within the trapdoor this is how the algorithm behaves to move the goal posts in elections without 

being detected by this proof . During the mixing phase this is the algorithm you would use to 



“reallocate” votes via an algorithm to achieve the goal set. 

 

58. STEP 4|Decryption would be the decryption phase and temporary parking of vote tallies before 

reporting. In this final phase before public release the tallies are released from  encrypted format into 

plain text. As previously explained, those that know the trapdoor can easily change any votes that the 

randomness is applied and used to generate the tally vote ciphertext. Thus in this case, Scytl who is 

the mixer can collude with their vote company clients or an agency (-------)  to change votes and get 

away with it. This is because the receiver doesn’t have the decryption key so they rely solely on Scytl 
to be honest or free from any foreign actors within their backdoor or the Election Company (like 

Dominion) that can have access to the key. 

59. In fact, a study from the University of Bristol made claim that interference can be seen when there is 

a GREAT DELAY in reporting and finalizing numbers University of Bristol : How not to Prove 

Yourself: Pitfalls of the Fiat-Shamir Heuristic and Applications to Helios   

60. “Zero-knowledge proofs of knowledge allow a prover to convince a verifier that she holds 

information satisfying some desirable properties without revealing anything else.” David Bernhard, 
Olivier Pereira,and Bogdan Warinschi. 

https://drive.google.com/file/d/1hVPmMMEhTNmCbGuhWluX-rKqAKJMJijn/view?usp=sharing
https://drive.google.com/file/d/1hVPmMMEhTNmCbGuhWluX-rKqAKJMJijn/view?usp=sharing


61. Hence, you can’t prove anyone manipulated anything. The TRAP DOOR KEY HOLDERS can offer 

you enough to verify to you what you need to see without revealing anything and once again 

indicating the inability to detect manipulation. ZERO PROOF of INTEGRITY OF THE VOTE. 

62. Therefore, if decryption is challenged, the administrator or software company that knows the trap 

door key can provide you proof that would be able to pass verification (blind). This was proven to be 

factually true in the case study by The University of Melbourne in March. White Hat Hackers 

purposely altered votes by knowing the parameters set in the commitments and there was no way to 

prove they did it – or any way to prove they didn’t. 
63. IT’S THE PERFECT THREE CARD MONTY. That’s just how perfect it is. They fake a proof of 

ciphertexts with KNOWN “RANDOMNESS” .This rolls back to the integrity of the VOTE.  The 

vote is not safe using these machines not only because of the method used for ballot “cleansing” to 
maintain anonymity but the EXPOSURE to foreign interference and possible domestic bad actors. 

64. In many circumstances, manipulation of the algorithm is NOT possible in an undetectable fashion. 

This is because it is one point heavy. Observing the elections in 2020 confirm the deployment of an 

algorithm due to the BEHAVIOR which is indicative of an algorithm in play that had no pivoting 

parameters applied.  

65. The behavior of the algorithm is that one point (B)  is the greatest point within the allocated set. It is 

the greatest number within the A B points given. Point A would be the smallest. Any points outside 

the A B points are not necessarily factored in yet can still be applied. 

66. The points outside the parameters can be utilized to a certain to degree such as in block allocation. 

67. The algorithm geographically changed the parameters of the algorithm to force blue votes and 

ostracize red. 

68. Post block allocation of votes the two points of the algorithm were narrowed ensuring a BIDEN win 

hence the observation of NO Trump Votes and some BIDEN votes for a period of time. 



69.  



70. Gaussian Elimination without pivoting explains how the algorithm would behave and the election 

results and data from Michigan confirm FAILURE of algorithm. 

 

71. The “Digital Fix” observed with an increased spike in VOTES for Joe Biden can be determined as 

evidence of a pivot. Normally it would be assumed that the algorithm had a Complete Pivot.  

Wilkinson’s  demonstrated the guarantee as :  

72.  

73. Such a conjecture allows the growth factor the ability to be upper bound by values closer to n. 

Therefore, complete pivoting can’t be observed because there would be too many floating points. 
Nor can partial as the partial pivoting would overwhelm after the “injection” of votes. Therefore, 

external factors were used which is evident from the “DIGITAL FIX”  
74. Observing the elections, after a review of Michigan’s data a spike of 54,199 votes to Biden.  Because 

it is pushing and pulling and keeping a short distance between the 2 candidates; but then a spike, 

which is how an algorithm presents; - and this spike means there was a pause and an insert was 

made, where they insert an algorithm.  Block spikes in votes for JOE BIDEN were NOT paper 



ballots being fed or THUMB DRIVES. The algorithm block adjusted itself and the PEOPLE were 

creating the evidence to BACK UP the block allocation. 

75. I have witnessed the same behavior of the election software in countries outside of the United States 

and within the United States. In -------, the elections conducted behaved in the same manner by 

allocating BLOCK votes to the candidate “chosen” to win.  
76. Observing the data of the contested states (and others) the algorithm deployed is identical to that 

which was deployed in 2012 providing Barack Hussein Obama a block allocation to win the 2012 

Presidential Elections. 

77. The algorithm looks to have been set to give Joe Biden a 52% win even with an initial 50K+ vote 

block allocation was provided initially as tallying began (as in case of Arizona too). In the am of 

November 4, 2020 the algorithm stopped working, therefore another “block allocation” to remedy 
the failure of the algorithm. This was done manually as ALL the SYSTEMS shut down 

NATIONWIDE to avoid detection. 

78.  

79. In Georgia during the 2016 Presidential Elections a failed attempt to deploy the scripts to block 

allocate votes from a centralized location where the “trap-door” key lay an attempt by someone using 



the DHS servers was detected by the state of GA. The GA leadership assumed that it was “Russians” 
but later they found out that the IP address was that of DHS.  

80. In the state of Wisconsin, we observed a considerable BLOCK vote allocation by the algorithm at the 

SAME TIME it happened across the nation. All systems shut down at around the same time. 

81.  

 

82. In Wisconsin there are also irregularities in respect to BALLOT requests. (names AND address 

Hidden for privacy) 

83.  



84.  

85. I can personally attest that in 2013 discussions by the Obama / Biden administration were being had 

with various agencies in the deployment of such election software to be deployed in ----- in 2013.  

86. On or about April 2013 a one year plan was set to fund and usher elections in -----.  

87. Joe Biden was designated by Barack Hussein Obama to ensure the ----- accepted assistance.  

88. John Owen Brennan and James (Jim) Clapper were responsible for the ushering of the intelligence 

surrounding the elections in -----. 

89. Under the guise of Crisis support the US Federal Tax Payers funded the deployment of the election 

software and machines in ------ signing on with Scytl.  

90.  



91. Right before the ----- elections it was alleged that CyberBerkut a pro-Russia group infiltrated --- 

central election computers and deleted key files.  These actions supposedly rendered the vote-

tallying system inoperable. 

92. In fact, the KEY FILES were the Commitment keys to allow Scytl to tally the votes rather than the 

election machines. The group had disclosed emails and other documents proving that their election 

was rigged and that they tried to avoid a fixed election. 

93. The elections were held on May 25, 2014 but in the early AM hours the election results were 

BLOCKED and the final tally was DELAYED flipping the election in favor of -----. 

94. The claim was that there was a DDoS attack by Russians when in actual fact it was a mitigation of 

the algorithm to inject block votes as we observed was done for Joe Biden because the KEYS were 

unable to be deployed.  In the case of -----, the trap-door key was “altered”/deleted/ rendered 
ineffective. In the case of the US elections, representatives of Dominion/ ES&S/ Smartmatic/ Hart 

Intercivic would have to manually deploy them since if the entry points into the systems seemed to 

have failed.  

95. The vote tallying of all states NATIONWIDE stalled and hung for days – as in the case of Alaska 

that has about 300K registered voters but was stuck at 56% reporting for almost a week.  

96. This “hanging” indicates a failed deployment of the scripts to block allocate remotely from one 

location as observed in ------ on May 26, 2014.  

97. This would justify the presence of the election machine software representatives making physical 

appearances in the states where the election results are currently being contested.  

98. A Dominion Executive appeared at the polling center in Detroit after midnight.  

99. Considering that the hardware of the machines has NOT been examined in Michigan since 2017 by 

Pro V& V according to Michigan’s own reporting.  COTS are an avenue that hackers and bad actors 
seek to penetrate in order to control operations. Their software updates are the reason vulnerabilities 

to foreign interference in all operations exist.  

100. The importance of VSTLs in underrated to protect up from foreign interference by way of open 

access via COTS software. Pro V& V who’s EAC certification EXPIRED on 24 FEB 2017 was 
contracted with the state of WISCONSIN. 

101. In the United States each state is tasked to conduct and IV& V (Independent Verification and 

Validation) to provide assurance of the integrity of the votes.  

102. If the “accredited” non-federal entities have NOT received EAC accreditation this is a failure of 

the states to uphold their own states standards that are federally regulated. 

103. In addition, if the entities had NIST certificates they are NOT sufficing according the HAVA 

ACT 2002 as the role of NIST is clear.  

104. Curiously, both companies PRO V&V and SLI GAMING received NIST certifications 

OUTSIDE the 24 month scope.  



105.  PRO V& V received a NIST certification on 26MAR2020 for ONE YEAR. Normally the NIST 

certification is good for two years to align with that of EAC certification that is good for two years.  

106.  

 

107. The last PRO V& V EAC accreditation certificate (Item 8) of this declaration expired in 

February 2017 which means that the IV & V conducted by Michigan claiming that they were 

accredited is false. 

108. The significance of VSTLs being accredited and examining the HARDWARE is key. COTS 

software updates are the avenues of entry.  

109. As per DOMINION’S own petition, the modems they use are COTS therefore failure to have an 
accredited VSTL examine the hardware for points of entry by their software is key. 



110.  

111. For example and update of Verizon USB Modem Pantech undergoes multiple software updates a 

year for it’s hardware. That is most likely the point of entry into the systems.  
112. During the 2014 elections in ---- it was the modems that gave access to the systems where the 

commitment keys were deleted.  

113. SLI Gaming is the other VSTL “accredited” by the EAC BUT there is no record of their 
accreditation. In fact, SLI was NIST ISO Certified 27 days before the election which means that PA 

IV&V was conducted without NIST cert for SLI being valid. 



114.  

115. In fact SLI was NIST ISO Certified for less than 90 days. 

116. I can personally attest that high-level officials of the Obama/Biden administration and large 

private contracting firms met with a software company called GEMS which is ultimately the 

software ALL election machines run now running under the flag of DOMINION.  

117. GEMS was manifested from SOE software purchased by SCYTL developers and US Federally 

Funded persons to develop it.  

118. The only way GEMS can be deployed across ALL machines is IF all counties across the nation 

are housed under the same server networks.  

119. GEMS was tasked in 2009 to a contractor in Tampa, Fl.  

120. GEMS was also fine-tuned in Latvia, Belarus, Serbia and Spain to be localized for EU 

deployment as observed during the Swissport election debacle.  

121. John McCain’s campaign assisted in FUNDING the development of GEMS web monitoring via 
WEB Services with 3EDC and Dynology. 



122.  

123.  

124. AKAMAI Technologies services SCYTL.  



125. AKAMAI Technologies Houses ALL foreign government sites. (Please see White Paper by 

Akamai.) 

126. AKAMAI Technologies houses ALL .gov state sites. (ref Item 123 Wisconsin.gov Example) 

127.  

128. Wisconsin has EDGE GATEWAY port which is AKAMAI TECHNOLOGIES based out of 

GERMANY. 

129. Using AKAMAI Technologies is allowing .gov sites to obfuscate and mask their systems by way 

of HURRICANE ELECTRIC (he.net) Kicking it to anonymous (AKAMAI Technologies) offshore 

servers. 

130.  

131. AKAMAI Technologies has locations around the world.  

132. AKAMAI Technologies has locations in China (ref item 22) 

133. AKAMAI Technologies has locations in Iran as of 2019.  

134. AKAMAI Technologies merged with UNICOM (CHINESE TELECOMM) in 2018.  

135. AKAMAI Technologies house all state .gov information in GERMANY via TELIA AB. 



136. In my professional opinion, this affidavit presents unambiguous evidence: 

137. That there was Foreign interference, complicit behavior by the previous administrations from 

1999 up until today to hinder the voice of the people and US persons knowingly and willingly colluding 

with foreign powers to steer our 2020 elections that can be named in a classified setting. 

138.  Foreign interference is present in the 2020 election in various means namely, 

139.  Foreign nationals assisted in the creation of GEMS (Dominion Software Foundation) 

140. Akamai Technologies merged with a Chinese company that makes the COTS components of the 

election machines providing access to our electronic voting machines. 

141. Foreign investments and interests in the creation of the GEMS software. 

142. US persons holding an office and private individuals knowingly and willingly oversaw fail safes 

to secure our elections. 

143. The EAC failed to abide by standards set in HAVA ACT 2002. 

144. The IG of the EAC failed to address complaints since their appointment regarding vote integrity 

145. Christy McCormick of the EAC failed to ensure that EAC conducted their duties as set forth by 

HAVA ACT 2002 

146. Both Patricia Layfield (IG of EAC) and Christy McCormick (Chairwoman of EAC) were 

appointed by Barack Hussein Obama and have maintained their positions since then. 

147. The EAC failed to have a quorum for over a calendar year leading to the inability to meet the 

standards of the EAC. 

148. AKAMAI Technologies and Hurricane Electric raise serious concerns for NATSEC due to their 

ties with foreign hostile nations. 

149. For all the reasons above a complete failure of duty to provide safe and just elections are 

observed. 

150. For the people of the United States to have confidence in their elections our cybersecurity 

standards should not be in the hands of foreign nations.  

151. Those responsible within the Intelligence Community directly and indirectly by way of 

procurement of services should be held accountable for assisting in the development, implementation and 

promotion of GEMS.  

152. GEMS ------- General Hayden.  

153. In my opinion and from the data and events I have observed --------------------- with the 

assistance of SHADOWNET under the guise of L3-Communications which is MPRI. This is also 

confirmed by us.army.mil making the statement that shadownet has been deployed to 30 states which all 

https://www.army.mil/article/225043/91st_cyber_brigade_completes_rollout_of_shadownet_enterprise_solution


happen to be using Dominion Machines. 

 

154. Based on my research of voter data – it appears that there are approximately 23,000 residents of 

a Department of Corrections Prison with requests for absentee ballot in Wisconsin. We are currently 

reviewing and verifying the data and will supplement. 



155.  



 

 

 

I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge. 

Executed this November 29th, 2020. 

 

 

 

 

Terpsehore P Maras 
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Aloha, I would like to present Oral Testimony for today's Elections Commisssion meeting at

10am.

Aloha,

Adriel Lam

mailto:adriel.lam@outlook.com
mailto:elections@hawaii.gov


ORAL TESTIMONY FOR ELECTIONS COMMISSION MEETINGS, SEPTEMBER 16, 2022 

Aloha Chair Anderson, Commissioners and Chief Elections Officer Nago, 

The public was told in 2019 that Elections by Mail would increase voter participation and reduce the cost 

of our elections. I would ask the Commission to review the facts and reconsider this overreliance on 

electronic voting systems and Elections by Mail. 

2022 Kauai Special Election 25.74% participation 

2022 Primary Election 39.8% participation 

2018 Precinct Elections Actual Expense $6,477,477 (revised from $7,391,411) 

2020 Election By Mail Actual Expense $8,471,522 (projected $6,420,531) 

2022 Elections By Mail Projected Expense $8,204,760 

Voter participation has not improved and neither has Elections By Mail gotten any more cost effective. 

Voter confidence in the conduct of our elections continue to erode, when known vulnerabilities and 

errors are public knowledge, yet HRS 16-42 is not being followed to alleviate these concerns:  

At the DEFCON 21 cybersecurity conference, University of Michigan graduate student presented  

Unclear Ballot: Automated Ballot Image Manipulation - DEF CON 27 Voting Village. 

https://www.youtube.com/watch?v=ja6J1wY2UNw 

• Post-election audits must inspect paper ballots. 

• Actual attack has no visual components. 

• Tested on Hart Verity with 181,541 ballots from Nov 6, 2016 Clackamas County. 

• Altered 62,400 (34%), alteration time 279 milliseconds, Hart scan time 352 milliseconds. 

• No vendor has minimal image detection in software. 

Attached: Unclear Ballot, Automated Ballot Image Manipulation (18 page) 

In the 2022 Georgia DeKalb County Commissioner Democratic Primary, third-place finisher Michelle 

Long Spears was declared the first-place finisher after hand recount of the ballots. The original first-

place finisher Marshall Orson ended up in third place. 

 At the April 1 Election Commission meeting, Chair Anderson asked that in lieu of an investigation a that 

a security report would be provided to the Commissioners.  

In Kauai County, ballots were presented to the Counting Center pre-sorted by precincts.  Ballots were 

then mixed by the Counting Center into unsorted batches for scanning and tallying.   

To date, no known physical tallies of any precinct has been done to come close to satisfying 

requirements of HRS 16-42(b)(3) “that the electronic tallies generated by the system in those precincts 

equal hand tallies of the paper ballots generated by the system in those precincts;” such that electronic 

voting systems can be relied upon “in lieu of counting the paper ballots by hand or with a mechanical 

tabulation system” as provided under HRS 16-42(b)(1). 

https://www.youtube.com/watch?v=ja6J1wY2UNw


Hand counting of paper ballots isn’t a time-consuming or complex process.  It is a tried and true method 

that technologically advanced countries and economies like Taiwan and France have relied upon to 

conduct their elections. A 13-14 person team, assigned to precincts of 1500-1700 voters can accomplish 

this task in less than six hours.  Elections and politics are a people process, not machines, this puts 

elections back in the hands of the people.   

 

Sincerely,  

Adriel Lam 

Vice Chair, Election Integrity 

Hawaii Republican Party 

 

 

 





UnclearBallot:

Automated Ballot Image Manipulation

Matthew Bernhard, Kartikeya Kandula, Jeremy Wink, and J. Alex Halderman

Department of Electrical Engineering and Computer Science, University of Michigan

{matber, kartkand, jreremy, jhalderm}@umich.edu

Abstract. As paper ballots and post-election audits gain increased
adoption in the United States, election technology vendors are offering
products that allow jurisdictions to review ballot images—digital scans
produced by optical-scan voting machines—in their post-election audit
procedures. Jurisdictions including the state of Maryland rely on such
image audits as an alternative to inspecting the physical paper ballots.We
show that image audits can be reliably defeated by an attacker who
can run malicious code on the voting machines or election management
system. Using computer vision techniques, we develop an algorithm
that automatically and seamlessly manipulates ballot images, moving
voters’ marks so that they appear to be votes for the attacker’s preferred
candidate. Our implementation is compatible with many widely used
ballot styles, and we show that it is effective using a large corpus of
ballot images from a real election. We also show that the attack can be
delivered in the form of a malicious Windows scanner driver, which we
test with a scanner that has been certified for use in vote tabulation
by the U.S. Election Assistance Commission. These results demonstrate
that post-election audits must inspect physical ballots, not merely ballot
images, if they are to strongly defend against computer-based attacks on
widely used voting systems.

Keywords: optical scan, paper ballots, image manipulation, drivers, image
processing

1 Introduction

Elections that cannot provide sufficient evidence of their results may fail to
adequately gain public confidence in their outcomes. Numerous solutions have
been posited to this problem [9], but none has been as elegant, efficient, and
immediately practical as post-election audits [21,25,39]. These audits—in par-
ticular, ones that seek to limit the risk of confirming an outcome that resulted
from undue manipulation—are one of the most important layers of defense for
election security [32].

Risk-limiting audits (RLAs) rely on sampling robust, independent evidence
trails created by voter-verified paper ballots. However, other types of post-election



Fig. 1. Attack overview—A voter’s paper ballot is scanned by a ballot tabulator,
producing a digital image. Malware in the tabulator—in our proof-of-concept, a micro-
driver that wraps the scanner device driver—alters the ballot image before it is counted
or stored. A digital audit shows only the manipulated image.

audits are gaining popularity in the marketplace. In particular, Clear Ballot,
an election technology vendor in the United States, pioneered audit software
designed to perform audits of images of ballots which have been scanned and
tabulated, which we shall refer to as “image audits”. Other vendors have adopted
support for this kind of audit, and one U.S. state, Maryland, relies on image
audits to provide assurances of its election results [33].

While image audits can help detect human error and aid in adjudicating
mismarked ballots, we show that they cannot provide the same level of security
assurance as audits of physical ballots. Since ballot images are disconnected from
the actual source of truth—physical paper ballots—they do not necessarily provide
reliable evidence of the outcome of an election under adversarial conditions.

In this paper, we present UnclearBallot, an attack that defeats image audits
by automatically manipulating ballot images as they are scanned. Our attack
leverages the same computer vision approaches used by ballot scanners to detect
voter selections, but adds the ability to move marks from one target area to
another. Our method is robust to inconsistent or invalid marks, and can be
adapted to many ballot styles.

We validate our attack against a corpus of over 180,000 ballot images from
the 2018 election in Clackamas County, Oregon, and find that UnclearBallot can
move marks on 34% of the ballots while leaving no visible anomalies. We also
test our attack’s flexibility using six widely used styles of paper ballots, and its
robustness to invalid votes using an established taxonomy of voter marks. As a
proof-of-concept, we implement the attack in the form of a malicious Windows
scanner driver, which we test using a commercial-off-the-shelf scanner certified
for use in elections by the U.S. Election Assistance Commission.

UnclearBallot illustrates that post-election audits in traditional voting systems
must involve rigorous examination of physical ballots, rather than ballot images,
if they are to provide a strong security guarantee. Without an examination
of the physical evidence, it will be difficult if not impossible to assure that
computer-based tampering has not occurred.

The remainder of this paper is organized as follows: Section 2 provides
background on image audits, ballot scanners, and image processing techniques
we use to implement our attack. Section 3 describes the attack scenarios against

2



Fig. 2. Terms for parts of a marked ballot, following Jones [23].

optical scanners and image audits. Section 4 explains the methodology of our
attack. In Section 5 we present data indicating that our attack can be robust to
various ballot styles and voter marks. Section 6 contextualizes our attacks and
discusses mitigations. We conclude in Section 7.

2 Background

Our attack takes advantage of two aspects of optical scanner image audits: the
scanning and image processing techniques used by scanners, and the reliance on
scanned images by image audits. Here we provide a brief discussion of both.

2.1 Ballot Images

Jones [23] put forth an analysis of the way that ballot scanners work, particularly
the mark-sense variety that is most common today. All optical scanners currently
sold to jurisdictions, as well as the vast majority of scanners used in practice in the
U.S., rely on mark-sense technology [44]. Scanners first create a high-resolution
image of a ballot as it is fed past a scan head. Software then analyzes the image
to identify dark areas where marks have been made by the voter.1 Once marks
have been detected, systems may use template matching to translate marks into
votes for specific candidates, typically relying on a barcode or other identifier on
the ballot that specifies a ballot style to match to the scanned image.

Detecting and interpreting voter marks can be a difficult process, as voters
exhibit a wide range of marking and non-marking behavior, including not filling in
targets all the way, resting their pens inside targets, or marking outside the target.
The terms Jones developed to refer to the ballot and marks are illustrated in
Figure 2. Marks that adequately fill the target and are unambiguously interpreted
as votes by the scanner are called reliably sensed marks, and targets that are
unambiguously not filled and therefore not counted are reliably ignored marks.

1 The details of how marks are identified vary by hardware and scanning algorithm.
See [13] for an example.
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Fig. 3. Taxonomy of voter marks adapted from Bajcsy [2], including the five leftmost
marks that may be considered marginal marks.

Marks of other types are deemed marginal, as a scanner may read or ignore them.
Moreover, whether a mark should be counted as a vote is frequently governed by
local election statute, so some marginal marks may be unambiguously counted
or ignored under the law, even if not by the scanner.

Bajcsy et al. [2] further develops a systematization of marginal marks and
develops some improvements on mark-detection algorithms to better account
for them. An illustration of Bajcsy et al.’s taxonomy is shown in Figure 3. Ji
et al. [22] discuss different types of voter marks as applied to write-in votes, as
well as developing an automated process for detecting and tabulating write-in
selections.

2.2 Image Audits

Risk-limiting post-election audits rely on physical examination of a statistical
sample of voter-marked ballots [24, 26, 39, 40]. However, this can create logistical
challenges for election officials, which has prompted some to propose relaxations to
traditional audit requirements. To reduce workload, canvass audits and recounts
in many states rely on retabulation of ballots through optical scanners (see the
2016 Wisconsin recount, for example [31]).

Some election vendors take retabulation audits a step further: rather than
physically rescan the ballots, the voting system makes available images of all the
ballots for independent evaluation after the election [15, 16, 42].2 While the exact
properties of these kinds of image audits vary by vendor, they typically rely on
automatically retabulating all or some images of cast ballots, as well as electronic
adjudication for ballots with marginal marks. These “audits” never examine the
physical paper trail of ballots, which our attack exploits.

Several jurisdictions have relied on these image audits, including Cambridge,
Ontario, which used Dominion’s AuditMark [17], and the U.S. state of Maryland,
which uses Clear Ballot’s ClearAudit [28]. Maryland has also codified image
audits into its election code, requiring that an image audit be performed after
every election [27].

2 While the review is made available to the public, the actual images themselves are
seldom published in full out of concern for voter anonymity.
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3 Attack Scenarios

Elections in which voters make their selections on a physical ballot are frequently
held as the gold standard for conducting a secure election [32]. However, the
property that contributes most to their security, software independence [34],
only exists if records computed by software are checked against records that
cannot be altered by software without detection. Image audits enable election
officials to view images of ballots and compare them with the election systems’
representation of the particular ballot they are viewing (called a cast vote record
or CVR). While these two trails of evidence may be independent from each other
(for example, Clear Ballot’s ClearAudit [15] technology can be used to audit a
tabulation performed by a different election system altogether), they are not
software independent. A clever attacker can exploit the reliance on software by
both evidence trails to defeat detection.

To surreptitiously change the outcome of the election in the presence of an
image audit, the attacker must alter both the tabulation result as well as the ballot
images themselves. Researchers have documented numerous vulnerabilities that
would allow an attacker to infect voting equipment and change tabulation results
(see [10, 20, 30] among others), so we focus on the feasibility of manipulating
ballot images once an attacker has successfully infected a machine where they
are stored or processed.

The most straightforward attack scenario occurs when the ballot images are
created by the same equipment that produces the CVR. In this case, the attacker
can simply infect the scanner or tabulator with malware that corrupts both the
CVR and the images at the same time. The attack could change the image before
the tabulator processes it to generate the CVR, or directly alter both sets of
records.

In some jurisdictions, the ballot images that are audited are collected in a
separate process from tabulation—that is, by scanning the ballots again, as in
Maryland’s use of ClearAudit from 2016 [28]. In this case, the adversary has to
separately attack both processes, and has to coordinate the cheating to avoid
mismatches between the initial tally and the altered ballot images.

Depending on the timing of the audit, manipulation of ballot images need
not be done on the fly. For example, if the ballot images are created during
tabulation but the image audit does not occur until well after the election, an
attacker could modify the ballot images while they are in storage.

For ease of explication, the discussion that follows assumes that ballot images
are created at the time of tabulation, in a single scan. The attack we develop
targets a tabulation machine and manipulates each ballot online as it is scanned.

4 Methodology

To automatically modify ballot images, an attacker can take a few approaches.
One approach would be to completely replace the ballot images with ballots
filled in by the attacker. However, this risks being detected if many ballots have
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the same handwriting, and requires sneaking these relatively large data files into
the election system without being detected. For these reasons, we investigate an
alternative approach: automatically and selectively doctoring the ballot scans to
change the vote selections they depict.

For the attack to work successfully, we need to move voter marks to other
targets without creating visible artifacts or inconsistencies. We must be able to
dynamically detect target areas and marks, alter marks in a way that is consistent
with the voter’s other marks, and do so in a way that is undetectable to the
human eye. However, there is a key insight that works in the adversary’s favor:
an attacker seeking to alter election results does not have to be able to change
all ballots undetectably, only sufficiently many to swing the result. This means
that the attacker’s manipulation strategy is not required to be able to change
every mark—it merely has to reliably detect which marks it can safely alter and
change enough of them to decide the election result.

4.1 Reading the ballot

To interpret ballot information, we rely on the same techniques that ballot
scanners use to convert paper ballots into digital representations. Attackers have
access to the ballot templates, as jurisdictions publish sample ballots well ahead
of scheduled elections. Using template matching, an attacker does not have to
perform any kind of sophisticated character recognition, they simply have to find
target areas and then detect which of the targets are filled.

Our procedure to read a ballot is illustrated in Figure 4. First, we perform
template matching to extract each individual race within a ballot. Next, we
use OpenCV’s [11] implementation of the Hough transform to detect straight
lines that separate candidates and break the race into individual panes for each
candidate. Notably, the first candidate in each race may have the race title and
extra information in it (see Figure 4c), which is cropped out based on white
space.

Target areas are typically printed on the ballot as either ovals or rectangles.
To detect them, we construct a bounding box around the target by scanning
horizontally from the left of the race and then vertically from the bottom up,
and compute pixel density values. The bounds are set to the coordinates where
the density values first increase and last decrease. Once we have detected all
the target areas, we compute the average pixel density of the area within the
bounding box to determine whether or not a target area is marked. We then use
our template to convert marks into votes for candidates.

4.2 Changing marks

Once we have identified which candidate was marked by the voter, we can move
the mark to one of the other target locations we identified. If the vote is for a
candidate the attacker would like to receive fewer votes—or if it is not a vote for a
candidate they would like to win—the attacker can simply swap the pixels within
the bounding boxes of the voter’s marked candidate and an unmarked candidate.
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Fig. 4. Ballot manipulation algorithm—First, (a) we apply template matching to
extract the race we intend to alter. Then, (b) we use Hough line transforms to separate
each candidate. If the first candidate has a race title box, (c) we remove it by computing
the pixel intensity differences across a straight line swept vertically from the bottom.
For each candidate, (d) we identify the target and mark (if present) by doing four linear
sweeps and taking pixel intensity. Finally, (e) we identify and move the mark. At each
step we apply tests to detect and skip ballots where the algorithm might leave artifacts.
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Fig. 5. Automatically moving voter marks—UnclearBallot seamlessly moves
marks to the attacker’s preferred candidate while preserving the voter’s marking style.
It is effective for a wide variety of marks and ballot designs. In the examples above,
original ballot scans are shown on the left and manipulated images on the right.

By moving marks on each ballot separately, we ensure that the voter’s particular
style of filling in an oval is preserved and consistent across the ballot. Figure 5
shows some marks swapped by our algorithm, and how the voters original mark
is completely preserved in the process.

4.3 UnclearBallot

To illustrate the attack, we created UnclearBallot, a proof-of-concept implemen-
tation packaged as a malicious Windows scanner driver, which consists of 398
lines of C++ and Python. We tested it with a Fujistu fi-7180 scanner (shown in
Figure 6), which is federally certified for use in U.S. elections as part of Clear
Ballot’s ClearVote system [43]. These scanners are typically used to handle small
volumes of absentee ballots, and must be attached to a Windows workstation
that runs the tabulation software.

The UnclearBallot driver wraps the stock scanner driver and alters images
from the scanner before they reach the election management application. We
chose this approach for simplicity, as the Windows driver stack is relatively easy
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Fig. 6. The Fujitsu fi-7180 scanner we
used to test our attack has been certified by
the U.S. Election Assistance Commission for
use in voting systems. Our proof-of-concept
implementation is a malicious scanner driver
that alters ballots on the fly.

to work with, but the attack could also be implemented at other layers of the
computing stack. For instance, it could be even harder to detect if implemented
as a malicious change to the scanner’s embedded firmware. Alternatively, it could
could be engineered as a modification to the tabulation software itself.

Once a ballot is scanned, the resulting bitmap is sent to our image processing
software, which manipulates the ballot in the way described in Section 4.1. Prior
to the election, the attacker specifies the ballot template, which race they would
like to affect, and by how much. While ballots are being scanned, the software
keeps a running tally of the actual ballot results, and changes ballot images on
the fly to achieve the desired election outcome. To avoid detection, attackers can
specify just enough manipulated images so that the race outcome is changed.

5 Evaluation

We evaluated the performance and effectiveness of UnclearBallot using two sets
of experiments. In the first set of experiments, we marked different ballot styles
by hand using types of marks taxonomized by Bajcsy et al. [2]. In the second set
of experiments, we processed 181,541 ballots from the 2018 election in Clackamas
County, Oregon.

5.1 Testing Across Ballot Styles

In order for our application to succeed at its goal (surreptitiously changing
enough scanned ballots to achieve a chosen election outcome), it must be able
to detect marks that constitute valid votes as well as distinguish marks which
would be noticeable if moved. The marks in the latter case represent a larger set
than just marginal marks, as they may indeed be completely valid votes, but
considered invalid by our mark-moving algorithm. For example, if we were to
swap the targets on a ballot where the user put a check through their target, we
may leave a significant percentage of the check around the original target when
swapping. The same applies for marked ballots where the filled in area extends
into the candidate’s name, which could lead our algorithm to swap over parts of
the candidate’s name when manipulating the image.
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Fig. 7. Ballots Styles—We tested ballot designs from five U.S. voting system vendors:
Clear Ballot, Diebold, Dominion, ES&S, and Hart (two styles, eScan and Verity).

To detect anomalies for invalid ballots, we leverage the same intensity checking
algorithm that first found the marked areas. The program checks if the width or
height is abnormally large, which would indicate an overfilled target, as well as if
there are too few or too many areas of high intensity, which would indicate no
target or too many targets are filled out. If the program detects an invalid ballot,
it will not be modified by the program.

To show our attack is replicable on a variety of different ballot styles, we
modified our program to work on six different sample ballot styles, shown in
Figure 7. The ballots we tested come from the four largest election vendors in
the U.S. (ES&S, Hart InterCivic, Dominion, and Clear Ballot), as well as two
older styles of ballots from Hart and Diebold.

Our first experiment was designed to characterize the technique’s effectiveness
across a range of ballot styles and with both regular and marginal marks. We
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Ballot Style
Invalid Marks Valid Marks

Time/Success
Skipped Success Failure Skipped Success Failure

Clear Ballot 55 5 0 26 34 0 25 ms
Diebold 60 0 0 6 54 0 11 ms
Dominion 38 22 0 7 53 0 30 ms
ES&S 52 8 0 29 31 0 54 ms
Hart (eScan) 60 0 0 38 22 0 46 ms
Hart (Verity) 60 0 0 27 33 0 21 ms

Table 1. Performance of UnclearBallot—We tested how accurately our software
could manipulate voter marks for a variety of ballot styles using equal numbers of invalid
and valid marks. The table shows how often the system skipped a mark, successfully
altered one, or erroneously created artifacts we deemed to be visible upon manual
inspection. We also report the mean processing time for successfully manipulated races,
excluding template matching.

prepared 720 marked contests, split evenly among the six ballot styles shown
in Figure 7. For each style, we marked 60 contests with what Bajcsy [2] calls
“Filled” marks, i.e. reliably detected marks that should be moved by our attack.
We marked another 60 ballots in each ballot style with marginal marks, ten each
for the five kinds of marginal marks shown in Figure 2 and ten empty marks.

Because the runtime of the template matching step of our algorithm is highly
dependent on customization for the particular races on a ballot, we opted to
skip it for this experiment. Rather than marking full ballots, we marked cropped
races from each ballot style and then ran them through our program. We then
manually checked to ensure that the races the program moved were not detectable
by inspection. Results for these experiments are shown in Table 1.

Despite rejecting some valid ballots, our program is still able to confidently
swap a majority of valid votes. In a real attack, only a small percentage of votes
would need to actually be modified, a task easily accomplished by our program.
Our program also correctly catches all votes that we have deemed invalid for
swapping. This would make it unlikely to be detected in an image audit.

Dominion ballots saw a much higher rate of invalid mark moving, and Diebold
and Dominion ballots saw a much higher rate of valid mark moving. This is
likely due to the placement of targets: on the Dominion ballots, the mark is right
justified, separating it significantly from candidate label information, as can be
seen in Figure 7. Similarly, the Diebold ballot provides more space around the
target and less candidate information that can be intercepted by marks, which
would cause Unclear Ballot to skip moving the mark.

In an online attack scenario (such as if a human is waiting to see the output
from the scanner), the attacker needs to be able to modify ballot scans quickly
enough not to be noticed. Factors which might affect how quickly our program
can process and manipulate ballots include ballot style, layout, and type of mark.
During the accuracy experiment just described, we collected timing data for
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Fig. 8. Attacking Real Ballots—Using 181,541 images of voted ballots from Clacka-
mas County, Oregon, we attempted to change voters’ selections for the ballot measure
shown above. UnclearBallot determined that it could safely alter 34% of the ballots. For
reference, Measure 102 passed by a margin of 5%, well within range of manipulation [14].
We inspected 1,000 of them to verify that the manipulation left no obvious artifacts.

successfully manipulated ballot, and report the results in Table 1. The results
show that after the target race has been extracted, the algorithm completes
extremely quickly for all tested ballot styles. We present additional timing data
at the end of the following section.

5.2 Testing with Real Voted Ballots

To assess the effectiveness of UnclearBallot in a real election, we used a corpus
of scans of 181,541 real ballots from the November 6, 2018, General Election
in Clackamas County, Oregon, which were made available by Election Integrity
Oregon [18]. Like all of Oregon, Clackamas County uses vote-by-mail as its
primary voting method, and votes are centrally counted using optical scanners.
All images were Hart Verity-style ballots, as shown in Figure 7.

We selected a ballot measure that appeared on all the ballots (Figure 8) and
attempted to change each voter’s selection. UnclearBallot rejected 20,117 (11%)
of the ballots because it could not locate the target contest. We examined a
subset of the rejected ballots and found that they contained glitches introduced
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during scanning (such as vertical lines running the length of the ballot), which
interfered with the Hough transform.

To simulate a real attacker, we configured UnclearBallot with conservative
parameters, so that it would only modify marks when there was high confidence
that the alteration would not be noticeable. As a result, it would only manipulate
marks that were nearly perfectly filled in. In most cases, marks that were skipped
extended well beyond the target, but the program also skipped undervotes,
overvotes, or mislabeled scans. Under these parameters, the program altered the
target contest in 62,400 (34%) of the ballot images.

Two authors independently inspected a random sample of 1,000 altered ballots
to check whether any contained artifacts that would be noticeable to an attentive
observer. Such artifacts might include marks which were unnaturally cut off,
visible discontinuities in pixel darkness (i.e. dark lines around moved marks),
and so on. If these artifacts were seen during an audit, officials might recheck all
of the physical ballots and reverse the effects of the attack. None of the altered
ballots we inspected contained noticeable evidence of manipulation.

We also collected timing data while processing Clackamas County ballots.
Running on a system with a 4-core Intel E3-1230 CPU running at 3.40 GHz with
64 GB of RAM, UnclearBallot took an average of 279 ms to process each ballot.
For reference, Hart’s fastest central scanner’s maximum scan rate is one ballot
per 352 ms [37], well above the time needed to carry out our attack.

These results show that UnclearBallot can successfully and efficiently manip-
ulate ballot images to change real voters’ marks. Moreover, the alterations likely
would be undetectable to human auditors who examined only the ballot images.

6 Discussion and Mitigations

UnclearBallot demonstrates the need for a software-independent evidence trail
against which election results can be checked. It shows that audits based on
software which is independent from the rest of the election system is still not
software independent. To date, the only robust and secure election technology
that is widely used is optical-scan paper ballots with risk-limiting audits based
on a robust, well-maintained, physical audit trail. However, image audits are not
useless, and here we discuss uses for them as well as potential mitigations for our
attack.

Uses for image audits. So long as image audits are not the sole mechanism for
verifying election results, they do provide substantial benefits to election officials.
Using an image audit vastly simplifies some functions of election administration,
like ballot adjudication in cases where marks cannot be interpreted by scanners
or are otherwise ambiguous. Image audits can be used to efficiently identify and
document election discrepancies, as has occurred in Maryland where nearly 2,000
ballots were discovered missing from the audit trail in 2016 [28]. Image audits
also identified a flaw in the ES&S DS850 high speed scanner, where it was causing
some ballots to stick together and feed two at a time [29].
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Another way to utilize image audits is a transitive audit. Methods like
SOBA [8] seek to construct an audit trail using all available means of election
evidence, rooting the audit in some verification of physical record. By using
physical records to verify other records, like CVRs or ballot images, confidence in
election outcomes can be transitively passed on to non-physical audit trails. The
drawback with this kind of audit is that it usually requires the same level of work
as an RLA, plus whatever work is needed to validate the other forms of evidence.
However, since ballot image audits already require a low amount of effort, they
may augment RLAs and provide better transparency into the auditing process.

Image audits are an augmentation and a convenience for election adminis-
tration, however, and should not be viewed as a security tool. Only physical
examination of paper ballots, as in a risk-limiting audit, can provide a necessary
level of mitigation to manipulated election results.

End-to-end (E2E) systems. Voting systems with rigorous integrity properties
and tamper resistance such as Scantegrity [12] and Prêt à Voter [35] provide a
defense to UnclearBallot. In Scantegrity, when individuals mark their ballots, a
confirmation code is revealed that is tied to the selected candidate. This enables
a voter to verify that their ballot collected-as-cast and counted-as-collected, as
they can look up their ballot on a public bulletin board. Since each mark reveals
a unique code, moving the mark would match the code with the wrong candidate,
so voters would be unable to verify their ballots. If enough voters complain, this
might result in our attack being detected.

Prêt à Voter randomizes the candidate order on each ballot, which creates a
slightly higher barrier for our attack, as an additional template matching step
would be needed to ascertain candidate order. More importantly, the candidate
list is physically separated from the voter’s marks upon casting the ballot, so
malware which could not keep track of the correct candidate order could not
successfully move marks to a predetermined candidate. Since the candidate order
is deciphered via a key-sharing scheme, malicious software would have to infect a
significant portion of the election system and act in a highly coordinated way to
reconstruct candidate ordering. Moreover, as with Scantegrity, votes are published
to a public bulletin board, so any voter could discover if their vote had not been
correctly recorded.

Other E2E systems which make use of optical scanning and a bulletin board,
like STAR-Vote [6], Scratch and Vote [1], and VeriScan [7], are similarly protected
from attacks like UnclearBallot.

Other mitigations. Outside of E2E, there may be other heuristic mitigations
that can be easily implemented even in deployed voting systems to make our
attack somewhat more difficult. As mentioned above, randomizing candidate
order on each ballot increases the computation required to perform our attack.
Voters drawing outside the bubbles can also defeat our attack, though this might
also result in their votes not counting and may be circumvented by replacing the
whole race on the ballot image with a substituted one. Collecting ballot images
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from a different source than the tabulator makes our attack more difficult, as
votes now have to be changed in two places. Other standard computer security
technologies, like secure file systems, could be used to force the attacker to alter
ballot images in a way that also circumvents protections like encryption and
permissions.

Detection. Technologies that detect image manipulation may also provide some
mitigation. Techniques like those discussed in [3–5,38], among others, could be
adapted to try to automatically detect moved marks on ballots. However, as
noted by Farid [19], image manipulation detection is a kind of arms race: given a
fixed detection algorithm, adversaries can very likely find a way to defeat it. In
our context, an attacker with sufficient access to the voting system to implant a
manipulation algorithm would likely also be able to to steal the detector code.
The attacker could improve the manipulation algorithm or simply use the detector
as part of their mark-moving calculus: if moving a mark will trip the detector,
an attacker can simply opt not to move the mark.

While a fixed and automatic procedure for detecting manipulation can provide
little assurance, it remains possible that an adaptive approach to detection could
be a useful part of a post-election forensics investigation. However, staying one
step ahead of sophisticated adversaries would require an ongoing research program
to advance the state of the art in detection methods.

A less costly and more dependable way to detect ballot manipulation detection
would be to use a software independent audit trail to confirm election outcomes.
This can be accomplished with risk-limiting audits, and the software independence
enabled by RLAs provides other robust security properties to elections, including
defending against other potential attacks on tabulation equipment and servers.

Future work. We have only focused on simple-majority elections here, because
those are the kinds of elections used by jurisdictions that do image audits. Audits
of more complex election methods, like instant-runoff voting or D’Hondt, have
been examined to some extent [36,41], but future work is needed into audits of
these kinds of elections altogether. Because the marks made in these elections are
different than the kind we’ve discussed here, manipulating these ballot images
may not be able to employ the same image processing techniques we have used.
Additionally it may be difficult for malware to know how many marks it needs
to move, since margins in complex elections are difficult to compute. We leave
exploration of image manipulation of these elections to future work.

7 Conclusion

In this paper, we demonstrated an attack that defeats ballot image audits of
the type performed in some jurisdictions. We presented an implementation using
a real scanner, and evaluated our implementation against a set of real ballots
and a set of systematically marked ballots from a variety of ballot styles. Our

15



attack shows that image audits cannot be relied upon to verify that elections are
free from computer-based interference. Indeed, the only currently known way to
verify an election outcome is with direct examination of physical ballots.
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From: Shekinah Cantere

To: OE.Elections

Subject: [EXTERNAL] Testimony for Elections Commission meeting on Fri 9/16 at 10am

Date: Friday, September 16, 2022 10:02:55 AM

Aloha,

I would like to just share my concerns that I have with our elections process.
I know first hand people that have received their mail in ballots to vote here in Maui that no
longer live here. I am also aware that people receive multiple ballots or the wrong ballots if
they have changed addresses.
There are many flaws in today's mail in ballot system.

In person here in Maui, the staff running the voting centers also had people fill out an
Affidavit. This was required or else you weren't allowed to vote. To me this process seemed to
discourage in person voting since it would make the process longer and I believe their also
needs to be signage posted outside of voting centers letting people know that if they are
turning in their mail in ballots then there is a separate line for that.

I believe ID's should be checked for every mail in ballot received.

Mahalo for your consideration,

Shekinah Cantere

mailto:cantereformaui@gmail.com
mailto:elections@hawaii.gov
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